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Do you trust the students?

Did the student complete the homework independently,
or did an LLM assist?
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Peer review or LLM-assisted review?

• Liang et al. (2024): 6.5% to
16.9% of some ML conference
reviews substantially modified
by LLMs

• Is the review genuinely
authored by the reviewer or
significantly contributed by an
LLM?

2Weijie Su@Wharton



An emerging academic integrity issue



It’s important to detect LLM-generated text, but how?

Applications

• Fostering original work in education and maintaining academic integrity

• Preserving the quality of data for training future AI models

• Preventing fraud and deception

• Ad hoc methods leverage context, linguistic patterns, and other markers:
Classifiers using synthetic and human text data (GPTZero, 2023; ZeroGPT,
2023)
Log probability curvature (Mitchell et al., 2023; Bao et al., 2023)
Divergent n-gram analysis (Yang et al., 2023)

• Inaccurate, unreliable (Weber-Wulff et al., 2023), and often biased (Krishna
et al., 2024; Sadasivan et al., 2023; Liang et al., 2023)

• LLM-generated text increasingly resembles human-written text!
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It seems hopeless...

• Fundamentally impossible to distinguish between LLM-generated and
human-written text (based solely on text alone)



A principled approach: watermarking LLM

Hope: LLMs are probabilistic machines, and we control how they generate text

A watermark embeds subtle statistical signals into LLM-generated text
(Kirchenbauer et al., 2023a)

• Dependence between observed text and certain hidden information for
generating text

• Unlikely to appear in human-written text
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A (very) active research area with practical importance

A Zoo of Watermarking Schemes (since January 2023):

Kirchenbauer et al. (2023a); Aaronson (2023); Kuditipudi et al. (2023); Zhao et al. (2024b);
Fernandez et al. (2023); Christ et al. (2023); Wu et al. (2023); Hu et al. (2023);
Kirchenbauer et al. (2023b); Zhao et al. (2024a)

• Biden AI executive order

• OpenAI, Google, Meta, and
other tech giants have
pledged to watermark AI
content
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Statistical challenges/opportunities in watermark
research

Control/estimation of errors

• False positive rate: mistakenly
detecting human-written text as
LLM-generated

• False negative rate: incorrectly
classifying LLM-generated text as
human-written

Evaluation of watermarks

• Comparing different
watermarking schemes

• Finding more powerful detection
rules

• Robust watermark detection
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Team
• A Statistical Framework of Watermarks for Large Language Models: Pivot,

Detection Efficiency and Optimal Rules. The Annals of Statistics, 2025

• Robust Detection of Watermarks for Large Language Models Under
Human Edits. arXiv:2411.13868

Xiang Li (Penn) Feng Ruan (NWU)

Huiyuan Wang (Penn) Qi Long (Penn)
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Outline

1. Preliminaries

2. Hypothesis testing formulation

3. Efficiency and optimal detection

4. Application to Gumbel-max watermark

5. Robust detection
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Tokenization

• Tokenization breaks down text into smaller units called “tokens”

• Tokens can be words, parts of words, or even punctuation marks
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Autoregressive generation

• Let W = {1, 2, . . . , K} be the vocabulary and w a token therein

• Vocabulary size K = |W| is large and varies for different models

• K = 50,257 for GPT-2/3.5; 32,000 for LLaMA-7B

• An LLM generates tokens sequentially by sampling from a (varying)
multinomial probability distribution:

wt ⇠ Pt

Next-token prediction (NTP) Pt = P (w1:t�1) is a multinomial distribution on
W
Pt depends also on system prompts, which are unavailable to the public
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Autoregressive generation: an illustration

I saw a cat on a

Mat       25%

Carpet  13%

Boat      5%

Plane     3%

….         …

w1:6 = [w1, w2, w3, w4, w5, w6]

LLM

Prefix Next Token, w7 � P7

 

w7
carpet

Sampling

P7 = (P7,1, �, P7,K)
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Autoregressive generation with watermarks

I saw a cat on a

Mat       25%

Carpet  13%

Boat      5%

Plane     3%

….         …

w1:6 = [w1, w2, w3, w4, w5, w6]

LLM

Prefix Next Token, w7 � P7

 

w7 = �(P7, �7)
carpet

Compute

�7 = �(w3:6, Key)

P7 = (P7,1, �, P7,K)

pseudorandoP
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There is hope

Coupling: the complete observation is

(pseudorandomness, text)

and you design the dependence!



A baby watermark

• Let W = {0, 1},Pt = (Pt,0, Pt,1), ⇣t be iid copies of U(0, 1)

• Decoder

wt = S(Pt, ⇣t) =

(
0 if ⇣t 6 Pt,0

1 if ⇣t > Pt,0

Unbiasedness

P(S(P , ⇣) = w) = Pw

for w = 0, 1

Embedded signal

• If ⇣t is large, wt is more likely to be 1
instead of 0

• Statistic for detection:

nX

t=1

(2wt � 1)(2⇣t � 1)
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Gumbel-max watermark (Aaronson, 2023)

A watermark corresponds to sampling from a multinomial distribution

Gumbel-max trick
Let ⇣ = (U1, U2, . . . , UK) consist of iid copies of U(0, 1)

arg max
w2W

log Uw

Pw

⇠ P ⌘ (Pw)w2W

Gumbel-max watermark (Aaronson, 2023)

Sgum(P , ⇣) = arg max
w2W

log Uw

Pw

• Pseudorandom ⇣t = (Ut,1, . . . , Ut,K) = A(w1:t�1, Key)

• Embedded signal: selected Ut,wt tends to be larger

• Implemented internally at OpenAI
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It’s already behind the scenes...



Inverse transform watermark (Kuditipudi et al., 2023)

A watermark corresponds to sampling from a multinomial distribution

Probability 101: any univariate distribution can be sampled by applying the
inverse CDF to U([0, 1])

Inverse transform watermark (Kuditipudi et al., 2023)

Let F (x; ⇡) =
X

w02W
Pw0 · 1{⇡(w0)6x} be the CDF of ⇡-perturbed P . Then

F
�1(U ; ⇡) = min

⇢
i :

P
w02W Pw0 · 1{⇡(w0)6i} > U

�

with U ⇠ U(0, 1) satisfies ⇡
�1(F�1(U ; ⇡)) ⇠ P ⌘ (Pw)w2W

S inv(P , ⇣) := ⇡
�1(F�1(U ; ⇡)) where ⇣ = (U, ⇡)

• Embedded signal: larger values of Ut tend to correspond to tokens with
larger indices
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Outline

1. Preliminaries

2. Hypothesis testing formulation

3. Efficiency and optimal detection

4. Application to Gumbel-max watermark

5. Robust detection
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Human-written vs LLM-generated

Human-written
wt, ⇣t are independent, since a human
simply cannot compute ⇣t

LLM-generated
wt, ⇣t are dependent because
wt = S(Pt, ⇣t)

1 Data: ⇣t = A(w1:t�1, Key) iid copies of ⇣ , and tokens w1w2 · · · wn

2 Pt’s are unknown

H0 : w1:n by human

(wt, ⇣t) | (w1:t�1, ⇣1:t�1)
d
= Pt ⇥ ⇣

H1 : w1:n by watermarked LLM

(wt, ⇣t) | (w1:t�1, ⇣1:t�1)
d
=

(S(⇣,Pt), ⇣)
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(wt, ⇣t) | (w1:t�1, ⇣1:t�1)
d
=

(S(⇣,Pt), ⇣)
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A challenge: unknown NTP distributions

H0 : w1:n is by human vs H1 : w1:n is by watermarked LLM

Hypothesis testing

• Under H0, (wt, ⇣t) | (w1:t�1, ⇣1:t�1)
d
= Pt ⇥ ⇣

• Under H1, (wt, ⇣t) | (w1:t�1, ⇣1:t�1)
d
= (S(⇣,Pt), ⇣)

Neyman–Pearson? Likelihood ratio:

PH1(w1:n, ⇣1:n)

PH0(w1:n, ⇣1:n)
=

8
<

:

1

P1,w1 · · · Pn,wn

if S(Pt, ⇣t) = wt for all t

0 otherwise

• But P1, . . . ,Pn as nuisance are unknown, and worse, are varying!
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Our approach: pivot under the null

Find a pivotal statistic Yt = Y (wt, ⇣t) such that

• Under H0, Yt ⇠ µ0, regardless of Pt

• Under H1, Yt ⇠ Y (S(⇣t,Pt), ⇣t), with distribution denoted µ1,Pt

Example: Yt = (2wt � 1)(2⇣t � 1) ⇠ U(�1, 1) for the baby watermark

Hypothesis testing via pivoting

H0 : Yt

iid⇠ µ0, t = 1, . . . , n vs H1 : Yt|Pt ⇠ µ1,Pt , t = 1, . . . , n

• Not unique, may lead to information loss, but convenient

• Test distributional difference:

Th =
nX

t=1

h(Yt)

for a score function h. Reject H0 if Th is larger than a threshold
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Pivot for Gumbel-max watermark

Recall Sgum(P , ⇣) = arg max
w

log Uw

Pw• A pivotal statistic is Y
gum
t

= Ut,wt

Under H0, Y
gum
t ⇠ U(0, 1)

Under H1, its CDF is P1(Y
gum
t 6 r) =

KX

k=1

Pt,kr
1/Pt,k

Intuition behind this pivot
Supremum of likelihood ratio:

sup
P

PH1(w, ⇣)

PH0(w, ⇣)
= sup

P

1w=S(P ,⇣)

Pw

• Asymptotically determined by Uw
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Pivot for inverse transform watermark

• Recall that ⇣t = (⇡t, Ut) ⇠ uniform permutations ⇥ U(0, 1). Define
⌘(k) = (k � 1)/(K � 1)

• A pivotal statistic is Y
dif
t

= |Ut � ⌘(⇡t(wt))| (Kuditipudi et al., 2023)

• Under H0,

lim
|W|!1

PH0(Y
dif
t

6 r) = 1 � (1 � r)2 for any r 2 [0, 1]
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Outline

1. Preliminaries

2. Hypothesis testing formulation

3. Efficiency and optimal detection

4. Application to Gumbel-max watermark

5. Robust detection
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What’s the right notion of statistical efficiency?



Class-dependent statistical efficiency

Fixing Type I error, a watermark is preferred if it has a higher power

• Comparison depends on Pt’s

• Minimax viewpoint: unfortunately, all watermarks are powerless over all
NTP distributions

Class-dependent efficiency

• Find structured P that contains all
NTP distributions Pt

• Find the lowest power over P
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A class of NTP distributions

�-regular distribution class

P� := {P = (P1, · · · , Pk) : max
k

Pk 6 1 � �}

• Chopping off deterministic NTP distributions of the form
(0, . . . , 0, 1, 0, . . . , 0)

• Shannon entropy satisfies

Ent(P ) =
X

Pw log
1

Pw

>
X

Pw(1 � Pw) >
X

Pw · � = �
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A detour: why you can start doing watermark research
even today



You don’t need GPUs to work on watermarks!
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Asymptotic class-dependent efficiency

Theorem

Fixing Type I error in (0, 1), the pivot-based test statistic Th =
X

h(Yt) satisfies

lim sup
n!1

Type II error
1
n 6 exp(�RP(h)),

where P-efficiency rate RP(h) is

RP(h) = � inf
✓>0

{✓E0h(Y ) + log �P,h(✓)} with �P,h(✓) = sup
P2P

E1,P e�✓h(Y )

• Tight in the minimax sense. Bahadur efficiency when P is a singleton

• Monotonicity: RP1(h) > RP2(h) if P1 ⇢ P2

• RP(h) = 0 for any h if P includes (0, . . . , 0, 1, 0, . . . , 0), thereby justifying P�
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Efficiency of the baby watermark

Theorem

lim sup
n!1

Type II error
1
n 6 exp(�RP(h)),

where

RP(h) = � inf
✓>0

{✓E0h(Y ) + log �P,h(✓)} with �P,h(✓) = sup
P2P

E1,P e�✓h(Y )

Let W = {0, 1},Pt = (Pt,0, Pt,1), ⇣t be iid copies of U(0, 1), with decoder

wt = S(Pt, ⇣t) =

(
0 if ⇣t 6 Pt,0

1 otherwise

and pivot Y (wt, ⇣t) = (2wt � 1)(2⇣t � 1). With h being identity, RP�(h) is

� inf
✓>0

log
1

✓


e✓(1�2�) + e�✓(1�2�)

2
� e�✓

�
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A minimax formulation for RP

RP(h) = � inf
✓>0

⇢
✓E0h(Y ) + sup

P2P
log

⇣
E1,P e�✓h(Y )

⌘�

Finding the optimal score h
? = arg max

h

RP(h) reduces to a minimax problem:

min
h

max
P2P

L(h,P ) where L(h,P ) := E0h(Y ) + log
⇣
E1,P e�h(Y )

⌘

• Unfortunately, the minimax problem is generally not convex-concave

• Case-by-case analysis is required, but we are often lucky
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Analysis of the Gumbel-max watermark

Sgum(P , ⇣) = arg max
w

log Uw

Pw

where ⇣ = (U1, . . . , UK)

with pivot Y
gum = Ut,wt

Lemma (Convexity lemma)
For any non-decreasing function h, the following is a convex function in P :

P 7! �h(P ) := E1,P e�h(Y gum)

• Max part of min
h

max
P2P

L(h,P ) is

sup
P2P

log
⇣
E1,P , e�h(Y gum)

⌘
= log sup

P2P
�h(P )

• Maximizing a convex function over a convex set requires examining only
the extreme points!
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Analysis of the Gumbel-max watermark

Lemma (Convexity lemma)
For any non-decreasing function h, the following is a convex function in P :

P 7! �h(P ) := E1,P e�h(Y gum)

• Extreme points of P� are

P ?

� =

✓
1 � �, . . . , 1 � �| {z }

b 1
1�� c times

, e�, 0, . . .

◆
with e� = 1 � (1 � �) ·

�
1

1 � �

⌫

and all its permutations
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Proof sketch of the convexity lemma I

Lemma (Convexity lemma)
For any non-decreasing function h, the following is a convex function in P :

P 7! �h(P ) := E1,P , e�h(Y gum)

• Y
gum has a mixture of Beta distributions:

F1,P (r) =
X

w2W
Pwr

1/Pw

• �h(P ) relates to F1,P (r):

�h(P ) = E1,P e�h(Y gum) =

Z 1

0
e�h(r)

F1,P (dr)
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Proof sketch of the convexity lemma II

• Show that P 7! F1,P (r) is convexfor any given r 2 [0, 1]:

r2
P F1,P (r) =

2

6666666664

r
1/P1

log2
r

P
3
1

0 . . . 0

0 r
1/P2

log2
r

P
3
2

. . . 0

. . . . . . . . . . . .

0 0 . . . r
1/P|W|

log2
r

P
3
|W|

3

7777777775

⌫ 0

• �h(P ) is a nonnegative weighted sum of F1,P (r):

�h(P ) = F1,P (r)e�h(r)

����
1

0

+

Z 1

0
F1,P (r)e�h(r)

h(dr)

= e�h(1) +

Z 1

0
F1,P (r)e�h(r)

h(dr)
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Find optimal detection for Gumbel-max watermark

For non-decreasing h, we have sup
P2P�

E1,P e�h(Y gum) = E1,P ?
�

e�h(Y gum)

Denoting by P ?

� any vertex (extreme point) of P�. For any h,

min
h

max
P2P�

E0h(Y gum) + log
⇣
E1,P e�h(Y gum)

⌘

> min
h

E0h(Y gum) + log
⇣
E1,P ?

�
e�h(Y gum)

⌘

= �DKL(µ0, µ1,P ?
�
),

where the equality follows from the Donsker–Varadhan representation, attained

at h = h
? := log

dµ1,P ?
�

dµ0
When h = h

? the inequality reduces to equality, because it is non-decreasing
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Optimal detection for Gumbel-max watermark

Theorem
The optimal score function that achieves the highest P�-efficiency rate RP�(h)
takes the form

h
?

gum,�(y) = log

✓�
1

1 � �

⌫
y

�
1�� + y

e�
1� e�

◆
, with e� = (1 � �)

�
1

1 � �

⌫

• h
?

gum,� = h
? = log

dµ1,P ?
�

dµ0• Aaronson (2023) proposed hars(y) = � log(1 � y)

• Kuditipudi et al. (2023); Fernandez et al. (2023) proposed hlog(y) = log y
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takes the form

h
?

gum,�(y) = log

✓�
1

1 � �

⌫
y

�
1�� + y

e�
1� e�

◆
, with e� = (1 � �)

�
1

1 � �

⌫

• h
?

gum,� = h
? = log

dµ1,P ?
�

dµ0• Aaronson (2023) proposed hars(y) = � log(1 � y)
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Comparison with other detection rules

Theorem
There exists an absolute constant �? ⇡ 0.17756 such that the following two
statements hold:

(a) When 0.001 < � < �?, hars has higher P�-efficiency than hlog:

RP�(hlog) < RP�(hars) < RP�(h?

gum,�)

(b) When �?
< � < 0.99, hlog has higher P�-efficiency than hars:

RP�(hars) < RP�(hlog) < RP�(h?

gum,�)

• In any case, h
?

gum,� has the highest rate
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Illustration of the superiority of h
?

gum,�
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Numerical results for Gumbel-max watermark
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Numerical results for inverse transform watermark
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Experiments on the C4 dataset using OPT-1.3B

Left: Type I; Right: Type II; Top: Gumbel-max; Bottom: Inverse transform
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Watermark under text modification

A student might modify the text generated from an LLM, either due to
personalization or to try to escape from detection

• To cope with modification, Gumbel-max watermark uses a few tokens to
compute pseudorandom numbers

For example, ⇣t = A(wt�5:t�1, Key), using the last 5 tokens

• A modified token will turn the watermark signals in the next few 5 tokens to
noise

Hypothesis testing under mixtures

H0 : Yt ⇠ µ0 vs H
mix
1 : Yt|Pt ⇠ (1 � ⌘t)µ0 + ⌘tµ1,Pt

• ⌘t 2 {0, 1} is independent or modeled by a Markov process

• Sparse mixture detection
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When is detection statistically possible?

The large deviation regime (⌘t = 1 and � > 0 constant) is too easy

A (difficulty) scaling regime

• E⌘t = "n with "n ⇣ n
�p for p 2 (0, 1]

• max
w2W

Pt,w = 1 � �n with �n ⇣ n
�q for q 2 (0, 1)

Theorem (Phase transition)

• If q + 2p > 1, H0 and H
mix
1 merge asymptotically

• If q + 2p < 1, H0 and H
mix
1 separate asymptotically

• How to achieve robust detection in the regime q + 2p < 1? LRT is
impractical since it requires knowing Pt’s
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Optimal adaptive detection: Goodness-of-fit (GoF) test

• Empirical CDF of p-values: Fn(r) =
1

n

nX

t=1

1pt6r where p
t
= 1 � Y

gum
t

• Introduce a scalar convex function indexed by s:

�s(x) =

8
>><

>>:

x log x � x + 1, if s = 1
1 � s + sx � x

s

s(1 � s)
, if s 6= 0, 1

� log x + x � 1, if s = 0

• �s-divergence between Bern(u) and Bern(v):

Ks(u, v) = v�s

⇣
u

v

⌘
+ (1 � v)�s

✓
1 � u

1 � v

◆

• For s 2 [0, 2], reject H0 if nS
+
n

(s) := n sup
r2(0,1)

Ks(Fn(r), r)1Fn(r)>r is larger

than a certain threshold
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Adaptive optimality and optimal efficiency

Theorem (Adaptive optimality)
Let q + 2p < 1 and s 2 [0, 2]. Setting the threshold ⇣ log log n, both the Type I
and II errors of the GoF test tend to 0 as n ! 1

• Optimality without any prior knowledge

Optimal efficiency

Let s 2 (0, 1), "n ⌘ " 2 (0, 1] and �n ⌘ � 2 (0, 1). The score function S
+
n

(s) has

RP�(S+
n

(s)) = sup
measurable Sn

RP�(Sn) = DKL(µ0, (1 � ")µ0 + "µ1,P ?
�
)

• When " = 1, this rate is obtained by the sum-based test based on h
?

gum,�

Theorem (Suboptimality of sum-based tests)
When " < 1, the detection boundary for sum-based tests is p + q = 1/2 for the
Gumbel-max watermark
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Empirical detection boundaries

0.0 0.5 1.0
p

0.0

0.2

0.4

0.6

0.8

1.0

T
yp

e
I

+
II

er
ro

r

Fix q = 0.4

s = 2

n = 102

n = 103

n = 104

0.0 0.5 1.0
p

0.0

0.2

0.4

0.6

0.8

1.0

T
yp

e
I

+
II

er
ro

r

Fix q = 0.4

s = 1.5

n = 102

n = 103

n = 104

0.0 0.5 1.0
p

0.0

0.2

0.4

0.6

0.8

1.0

T
yp

e
I

+
II

er
ro

r

Fix q = 0.4

s = 1

n = 102

n = 103

n = 104

0.0 0.5 1.0
p

0.0

0.2

0.4

0.6

0.8

1.0

T
yp

e
I

+
II

er
ro

r

Fix q = 0.4

s = 0.5

n = 102

n = 103

n = 104

0.0 0.5 1.0
p

0.2

0.4

0.6

0.8

1.0

T
yp

e
I

+
II

er
ro

r

Fix q = 0.4

s = 0

n = 102

n = 103

n = 104

0.0 0.5 1.0
q

0.0

0.2

0.4

0.6

0.8

1.0

T
yp

e
I

+
II

er
ro

r

Fix p = 0.3

n = 102

n = 103

n = 104

0.0 0.5 1.0
q

0.0

0.2

0.4

0.6

0.8

1.0

T
yp

e
I

+
II

er
ro

r

Fix p = 0.3

n = 102

n = 103

n = 104

0.0 0.5 1.0
q

0.0

0.2

0.4

0.6

0.8

1.0

T
yp

e
I

+
II

er
ro

r

Fix p = 0.3

n = 102

n = 103

n = 104

0.0 0.5 1.0
q

0.0

0.2

0.4

0.6

0.8

1.0

T
yp

e
I

+
II

er
ro

r

Fix p = 0.3

n = 102

n = 103

n = 104

0.0 0.5 1.0
q

0.0

0.2

0.4

0.6

0.8

1.0

T
yp

e
I

+
II

er
ro

r

Fix p = 0.3

n = 102

n = 103

n = 104

0.00 0.25 0.50 0.75 1.00
p

0.0

0.2

0.4

0.6

0.8

1.0

q

0
.00

0
.15

0
.30

0
.45

0.60

0
.75

0
.90

0.00 0.25 0.50 0.75 1.00
p

0.0

0.2

0.4

0.6

0.8

1.0

q

0
.00

0.15

0
.30

0
.45

0.60

0
.75

0
.90

0.00 0.25 0.50 0.75 1.00
p

0.0

0.2

0.4

0.6

0.8

1.0

q

0
.00

0.15
0.300.45

0.60

0
.75

0
.90

0.00 0.25 0.50 0.75 1.00
p

0.0

0.2

0.4

0.6

0.8

1.0

q

0
.00

0.15

0
.30

0.
45

0.60

0
.75

0
.90

0.0 0.5 1.0
p

0.0

0.2

0.4

0.6

0.8

1.0

q

0
.00

0
.15

0
.30

0.
45

0.60

0
.75

0
.90

0.00

0.15

0.30

0.45

0.60

0.75

0.90

1.05

48Weijie Su@Wharton



Suboptimality of sum-based tests
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Concluding remarks



Take-home messages

• A Statistical Framework of Watermarks for Large Language Models: Pivot,
Detection Efficiency and Optimal Rules. The Annals of Statistics, 2025

• Robust Detection of Watermarks for Large Language Models Under
Human Edits. arXiv:2411.13868

• A statistical framework for (unbiased) watermarks of LLMs

• Defined class-dependent efficiency measure to evaluate detection

• Identified the optimal detection rule according to the efficiency measure

• Achieved adaptive optimality for robust estimation using GoF tests

Future directions

• Extend the analysis to finite-sample

• Multiple testing in the case of multiple LLMs (ChatGPT, Claude, ...)?

• Investigate data-driven distribution classes

• . . . . . .
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